INTERNATIONAL JOURNAL OF
COASTAL, OFFSHORE & ENVIRONMENTAL ENGINEERING IJCOE Vol.7/No. 2/Spring 2022 (31-38)

Available online at: www. ljcoe.org

Fast Reverse converter Design for three moduli set
{2m.2" —1.2"1 — 1} Using CRTF

Javad Ahsan!. Mohammad Esmaeildoust?”. Amer Kaabis. VVahid Zarei*

! Faculty of Marine Engineering. Khorramshahr University of Marine Science and Technology. Khorramshahr. Iran;
javad.ahsan@kmsu.ac.ir

2 Faculty of Marine Engineering. Khorramshahr University of Marine Science and Technology. Khorramshahr.
Iran; m_doust@kmsu.ac.ir

¥ Department of Basic Sciences. Abadan Faculty of Petroleum Engineering. Petroleum University of Technology.
Abadan. Iran; Kaabi_amer@put.ac.ir

* Faculty of Marine Engineering. Khorramshahr University of Marine Science and Technology. Khorramshahr. Iran;
v.zarei@kmsu.ac.ir

ARTICLE INFO ABSTRACT

Article l(*jist%rg 202 Security is necessary for marine communication systems such as marine
Received: 13 Oct. 2021 . . e . . .
Accepted: 12 Apr. 2022 erele§s sensor networks an_d auto_matlc |dent|f|cat|o_n_ systen_1 which |s_the
emerging system for automatic traffic control and collision avoidance services
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Keywords:

Marine secure communication an important role in these systems to realize secure communication systems.
(R;esidue number system Public key cryptography algorithms such as RSA and Elliptic curve
RTF

cryptography (ECC) have high computation costs and many works are done by
researcher in order to speed up the operation. Residue number system which is
a carry free system is widely used to speed up the operation in public key
cryptography algorithm. In this paper. an improved RNS reverse converter for
three-module set {2™.2™ — 1.2"~1 — 1} using chinese reminder theorem with
fractional is presented. Unit gate delay and area comparison of the proposed
reverse converter with literature have confirmed that the proposed reverse
conversion takes fewer hardware costs and higher speed.

Reverse converter

1. Introduction operation [8]. [9]. [10]. Residue number system (RNS)
Maritime communication systems such as Radio [11] is a carry free number system which provides
frequency port communication system [1]. Automatic operation on parallel channel. This property led to fast
Identification System (AIS) which is the emerging arithmetic operation. Residue number system is
system for automatic traffic control and collision widely used in public key cryptography algorithms in
avoidance services in the maritime transportation order to realize fast implementation [12]. [13].

sector [2] and marine wireless sensor networks [3] RNS has three main parts includes forward
have security vulnerability and many works are done conversion. arithmetic unit and reverse conversion. In
by researcher in order to provide security. Public key the RNS system. the weighted numbers are converted
cryptography algorithms such as RSA [4] and ECC into corresponding residues by a forward converter.
[5]. [6] are widely used in these systems in order to The arithmetic unit consists of a modulus adder.
provide security. Digital signature algorithms [7] subtractor. and a modulus multiplier for each modulus
which are employed for authentication and integrity in of the moduli set. This part performed on RNS
these application [3] are also realized using public key numbers in parallel without carry propagation
cryptography algorithms. Public key cryptography between residue channels. In order to use the result of
algorithms have high computation costs and many arithmetic unit of RNS. the residues should be

works are done by researcher in order to speed up the converted into its equivalent weighted binary number
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by using a reverse converter [11]. Efficiency of the
RNS system is related to form and the number of
moduli. The dynamic range. the speed. and the
hardware implementation of RNS systems are directly
influenced by the form and the number of chosen
moduli [14].

The most challenging parts of designing a RNS system
is the design of reverse converter. Design of the
reverse converter is critical step in terms of
computational speed. Algorithms such as Chinese
Remainder Theorem (CRT) and mixed-radix
conversion (MRC). are used to design a reverse
converter. Many works are done by researcher on
different moduli set and efficient reverse converter are
designed. The RNS bases has been selected with the
aim of achieving optimal reverse converter. high
dynamic range and simple computational architecture
for implementation with the minimum hardware
resources. time delay. and low power consumption. In
[15]. three moduli set {2". 2"-1. 2"+1} is presented.
This moduli set is well-formed and led to simple
hardware implementation for RNS design. However
arithmetic operation in moduli 2"+1 is more complex.
to accelerate the speed of the RNS arithmetic unit. in
[16] modulus 2™-1 is used instead. and the RNS is
designed with the moduli set {2". 2"-1. 2"*1-1}. In [17]
the moduli set {2 2"-1. 2"*1-1}is employed to
design an efficient RNS arithmetic unit.

In [18]. efficient reverse converter is designed for
moduli set {2". 2"-1. 2"1-1} using Chinese Reminder
Theorem with fractional (CRTF). In order to have fast
and efficient implementation of the converter. in this
paper an improvement over converter reported in [18]
is presented. The improved version has spare one 4n-
bit Kogge-stone’s prefix adder [19] from the critical
path. Therefore. faster reverse converter design is
resulted.

This paper is organized as follows: Section 2 presents
the basic RNS mathematics. The reverse converter for
moduli set {2". 2"-1. 2™-1} proposed in [18] is
detailed in section 3. Section 4 presents the proposed
reverse  converter. The implementation and
performance evaluation results are presented in
Section 5. Finally. Section 6 concludes the paper.

2. Related Background

2.1. RNS Background
The RNS is defined in terms of relatively prime

moduli set {m;.m,..... m,} that is gcd(mi.mj) =

32

1 for # j . A weighted number X can be represented as
X = (xq. x5..... Xn)- Where

X =Xmodm; = |X|p, 0<m;<ux;. (D)

Such a representation is unique for any integer X in
the range [0. M — 1]. where M is the dynamic range of
the moduli set {m,.m,..... m, }. which is equal to the
product of m; terms (M = my.m,..... my,) [11].

2.2. Chinese Remainder Theorem

The Chinese Remainder Theorem (CRT) may rightly
be viewed as one of the most important fundamental
results in the theory of residue number systems.
Computing weighted number X form its RNS
representation. i.e.. (xq. x5..... X,). based on the
moduli set {m,.m,..... m,} is as follows:

n
Z|Mi_1|miMixi
i=1

where M; = M/m; .M is the multiplicative
inverseof M; i = 1.2..... n [20].

)

X =

M

2.3. Approximate CRT

The modification of the CRT using fractional values.
namely approximate CRT. was introduced for the first
time in [21] to perform sign detection and division in
RNS. Considering a number X in RNS with the moduli
set {m;.m,..... m,}. if it is divided by M. the
following formula can be obtained:

n M'_l
g XM
13
Molg ™, @3)
n
= Zkixi
i=1 1
Where
M (4)
kj=—, i=12....n.

The value X can be considered as a positional
characteristic of X. and the number X can be obtained

by
X =XM.

()

Block diagram of CRTF for reverse

conversion is shown in figure 1.

general



Javad Ahsan, Mohammad Esmaeildoust, Amer Kaabi, Vahid Zarei / IJCOE 2022, 7(2);p.31-38

2.4. Chinese Remainder Theorem with Fractions

In [22] presents a modified version of the approximate
CRT. named CRTF to perform residue-to-binary
conversion. First. number of the fractional bits
required for an accurate residue-to-binary conversion
as follows:

N = [log, Mu — 1]. (6)
Where

M = H;mi u= Zzl(mi - 1). (7)

Operations on real numbers in computing devices
results in high hardware and delay. Hence. it is
necessary to replace fraction computations with
integer ones. This can be achieved by making some
modifications in the algorithm. To have integer
calculations. each number k; should be multiplied by
2N The integer part of each of the resulting numbers
plays the role of fractional part in the original method.
while bits exceeding order N. should be discarded and
not considered in calculations. In other words.
calculations must be performed in modulus 2V.

Mt 8
k?=[&.2’v}.i=1.2.....n. ®
m;
The value of X* obtained as follows:

n
*
i=1

The X*can be used to perform residue-to-binary
conversion of X by the following relation where |A]
means the floor of A.

©)

X* =

N

(10)

X*MJ

XleN

Block diagram of the general reverse converter suing
CRTF is shown in Figure 1.
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Figure 1. Block diagram of general reverse converter using
CRTF [21]

3. Reverse converter for moduli set {2". 2™ —
1.2™1 — 1} proposed in [18]

In [18]. efficient reverse converter has been proposed
for the moduli set {2™.2" —1.2""1—1} using
CRTF. In the following the reverse converter reported
in [18] is detailed.

Consider three moduli {mi. m,. ms} = {2™.2" —
1.2™1 — 1} with dynamic range M = 2"(2"-1) (2"*-
1).

The values of the multiplicative inverse M; * are:

M7t =1+ 2" (mod 2™) (11)
M3t = 2" —3(mod 2™ — 1) (12)
M31 =2""2(mod 21 — 1) (13)

Consider the cases where N = 4n . i.e.. where n > 4.
The coefficients k;.k,. k5 in EQ. 4 are presented in
[18] as follows:

L L 11 (14)
YW om0 o2 T2 2

B Mz, _2n-3 (15)
27 om,  2n—1

M, o (16)
|

The coefficients k. k5. k3 in Eq. 8 are calculated as
follows:

Mt
kik = —1 .ZN == [ZNk1]
my

(17)
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ki = [2V. k] = [2”- G * ziﬂ

~[e 3+ 79 -

— [24-71.(2—1 + z—n)] — [2471—1 + 2371]
— 2471—1 + 23n

The numerical value of k7 is:

ki (18)
=010...00100...00000...00000...000

n-bits

n-bits n—bits n-bits

For simplicity the zero bits in the most significant bits
can be removed:

ki = 10...001 00 ...000 00 ...000 00 ...000 (19)
(n—1)-bits

n-bits n-bits n-bits

The number k7 has a (4n — 1)-bits width.
Find the value k3:

2" -3
k; = [ZNkZ] = [24n<ﬁ>“

Since the number k; is taken rounded up. therefore k5
can be rewritten as:

(20)

kj;=11..10111..10111..10111..101 (21)

n-bits

n—>bits n-—>bits n—>bits
Since this number contains more ones than zeros. in

[18] the technique which introduced in [23] is

employed in order to simplified the required
operation:
|(=X). (=C)|za = |X.(C+1-2F) 22)

+ Acor| S
The correction factor is calculated by the formula:

Acor=|(1=29).(C+1-27)|, (23)

where g is the bit width of the number X. f is the bit

width k; . and a is the bit width N. Let us find the
correction factor by the formula (23):
Acor= |(1 = 2™). (k3 + 1~ 24n)|24—n (24)
= |2|24n

After inversion the value k5. we have:

k3 =00..01000...01000..01000..010 (25)

n-bits

n-bits n-bits n-bits

34

Remove the zero bits in the most significant bits
results:

k3 = 10 00..01000...01000...010 (26)
2bits n-—bits n—bits n-—bits

We get that the number k; has a bit width (3n + 2)-
Find the value k3:

2n—2
k; = [sz3] = [2471. (m)}

Since the number k3 s taken rounded up. We get:

k3 (28)
=10..00010...00010...00010...0001001

(n—1)-bits (n—1)—bits (n—1)—bits (n—1)—bits 4bits

(27)

We get that the number k3 has a bit width 4n-bit.

4. Improved Reverse converter for moduli set
(2n.2n —1.2"1 -1}

In order to realize the fast implementation of the
reverse converter. some part of the reverse converter
for the moduli set {2".2" — 1.2"~1 — 1} proposed in
[18] are redesigned which is detailed as follows.

The first step will be the calculation of value X*. which
obtained by taking modulo N (4n-bit) as

n

inkf

i=1

X* = (29)

2N

After applying the compression technique reported in
[18]. four terms are resulted which is shown in figure
2. The last term xgpoccupies 1 bit - the most
significant bit of the number. Let's discard it for
further summation. Let the first three terms be equal
to vy.v,andvg. In [18]. in order to realize the
hardware implementation of summation of partial
product shown in figure 2. one 4n-bit CSA and XOR
followed by one KSA adder are employed. In order to
achieve faster implementation. in the improved
version. KSA adder is eliminated and two 4n-bit
variable named X; and X, will send to next level of
the design. It should be noted that one KSA adder are
spare from the critical path. Therefore. in the next
step. the value of (X{ + X3) x M should be calculated.
Since M the dynamic range is equal to 2™ (2" —
1)(2n—1 _ 1) = 23n-1__92n _ 52n-1 + 27, we
have

X{ XM

_ Xi" 9 (23n 1 _ 22n _ 22n 1)

2" (30)
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— Xi*23n—1 _XikzZn _Xik22n—1

= Xﬁ + sz + st + Xf4

+ X;2"
4n-1 4n-2 311'1. 3n 3In-1 n+3 nt+2 n 1 n nl ) n-2 5 4 3 2 1 0
VI = o Mo = (K11 X0 s [ X02 [X01 (X0 oy S| Ty Xy (Xpz [Xop [X5y Xy (X3
v2 - xl[] 'Y:L-:...:-. —r;[) x_\-‘_-,.;_-. '._:?—EI x}l }'&30 3’;_‘:?—2:: x.{-r—}_: J:(a—J. 'rx;'i—El J"3'1 x34 x33 xal 1
) =|. - - . .
Vs o [ Xomy X351 X3 Xins) Xgp Xy | Xy X3
Va0
Figure 2. Partial product for calculation of X* = [X7-, x;kj|,~ [18]
Where CSA (5) 1 - - _
L CSA (6) 1 - - -
X{1=X711..1 CSA (7) ml - - -
n KSA - 14n-2  21n-3  7n-1
* *
X5, =X 11..1
2n-1
X3 =X;00..010
D — .
n-2 5. Performance Evaluation
X;,=X;00..0
——
3n-1 In this section. the performance of the proposed
i reverse converter has been compared with other
Xz XM converters for the moduli set {2".2" —1.2""1 — 1}
= X3 x (23"_1 — 2% — 22"_1) introduced in [18]. The conversion delay and hardware
+2" cost of the proposed converters and converter [18] are

— X;23n—1 _X;22n _XSZZn—l

+ X32"
(31)
= X;1 + Xikz + X;?, + X;4
Where
X3 =X;11..1
_ 2n

X3 =X311..1

2n—1
X33 =X300..010

n-2
X3, =X;00..0

3n—-1

Hardware implementation of the improved reverse
converter is shown in Figure 3. In order to realize Eq.
(30) and (31). four sage CSA followed by one KSA
adder is employed. Hardware details of the proposed
reverse converter included in Table 1.

Table 1. Detailed of each component for the first level design
of the reverse converter

Component FA XOR AND OR
CSA (1) 4n - - -
CSA (2) 6n - - -
CSA(3) 6n-2 - - -
CSA (4) 6n - - -

illustrated in Table 2.

Kao 4n{v1 4%V2 4H{V3
1 ‘ CSA(1) mod 2*" ‘
1 ¥ 4n1 4an
4n-2 . .
X1 Xz M
4n-1 % 3n-1
v v
‘ Operand Preparation Unit (OPU) ‘
SRRSO RO R
| (7n-1)-bit CSA(2) | (7n-1)-bit CSA(3) |
(7n-1)-bit CSA(4) | | (7n-1)-bit CSA(5) |
| (7n-1)-bit CSA(6) |
| (7n-1)-bit CSA(7) |
v v
| (7n-1)-bit KSA |
v 3n-1 MSBs
Figure 3. Hardware implementation of the proposed reverse
converter

Table 2. Hardware costs and conversion delay comparison

Hardware

Converter .
requirement

Delay

35
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(3.5n% + 3n)Ara

+ (22n — 4)Ayop

+ Qa+ B +n)Aup
+ (a + B)Aor

(n/2 + 1)Dgy

P. Lyakhov [18] 12D
KSA

(431 — 5)Ap,

+ (14n — 2)Ayor
+ 2y + n)Aanp
+ (NAor

Proposed 5D + 1Dgsa

a=(7n-2)log(7n—2)—7n+ 3.
B =4nlog(4n) —4n + 1.
y=n-1log(7n—1) - 7n+ 2.

The Kogge-Stone structure delay is given by [log, n]
and the computational nodes is given by [nlog, n —
n + 1] where n is the number of input bits [24].

To have a better comparison and deriving area and
delay estimations. the unit gate model [25] is used.
According to this model. each FA. half adder (HA).
2x1 MUX. XOR. XNOR. AND. OR gates considered
as7.3.3.2.2. 1. 1gatesinareaand 4.2.2.2.2.1. 1
gates in delay. respectively. Table 3 shows the unit
gate delay and area comparison. According to the
calculated phrase for the amount of hardware required
in the converter reported in [18]. by growth of n the
amount of hardware required will increase with a large
slope compared to the proposed converter. To provide
more accurate analysis. for different values of n the
unit gate delay. area and AT are calculated and
illustrated in Figure 4. It can be seen that compared to
the converter reported in [18]. the proposed converters
have achieved a better delay and needs less hardware.
Low hardware requirements of the proposed
converters. led to efficient and simple implementation
on real hardware with the growth of n. the proposed
converter has achieved 87.5% less delay and 37.6%
less hardware requirements compared to converter
reported in [18] for 16-bits design.

36
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Figure 4. Unit Gate Comparison: (a) Unit gate Area. (b) Unit
Gate Delay and (c) Unit Gate AT

Table 3. Unit gate delay and area evaluation

Converter Unit Gate Area Unit Gate Delay

24.5n% + 66n — 8
+3a+28

(2n+4)

P. Lyakhov [18] + 4(log,n) + 8

Proposed 330n -39+ 3y 20+ 2(logy n) + 4

a=(7n—-2)log(7n—2)—7n+3.
B = 4nlog(4n) —4n + 1.
y=Tn—-1log(7n—1) —7n+ 2.

6. Conclusions
Public key cryptography algorithms have an important

role in marine communication systems which secure
communication is needed such as marine wireless
sensor networks and Automatic identification
systems. Carry free property of residue number system
makes it suitable to be applied in public key
cryptography algorithm in order to achieve higher
speed. In this paper. an improved reverse converter for
three-module set {2".2"~1,2"~1 — 1} using CRTF is
presented. The proposed converter has achieved less
hardware requirement as well as less delay. Unit gate
delay and area comparison of the proposed reverse
converter with literature have confirmed that the
proposed reverse converter has achieved noticeable
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improvements in hardware costs. conversion delay
and AT metric.
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